
Managed SD-WAN SSH接続時のコマンドリファレンス 1.0版 2021.7.20

項番 コマンド カテゴリ 説明 出力例(一部抜粋)

1 enable/disable 特権 特権モードへの移行/退出 -

2 config/configure 利用は非推奨 コンフィギュレーションモードへの移行

(※利用は非推奨です。)
-

3 reload 利用は非推奨 筐体の再起動

(※利用は非推奨です。)
-

4 rmdir <ディレクトリ> 利用は非推奨 ディレクトリの削除

(※利用は非推奨です。)
-

5 copy run start/

write memory
利用は非推奨 設定の保存

(※利用は非推奨です。)
-

6 terminal length 0 ログ取得の事前準備 --More--表示の無効化（一度に結果が表示される） -

7 terminal monitor/

terminal no monitor
ログ監視 SSH接続におけるログ出力の有効化/無効化 -

8 show logging ログ情報 ログ情報の出力 -

9 ping <宛先アドレス>/

ping vrf <VRF番号> <宛先アドレス>
疎通確認 宛先アドレスとCPE間の疎通性を確認する nws-east#ping vrf 10 52.94.210.44

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 52.94.210.44, timeout is 2 seconds:

!!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max = 136/139/140 ms

10 traceroute <宛先アドレス>/

traceroute vrf <VRF番号> <宛先アドレス>
経路確認 CPEから宛先までの経路情報を確認する nws-east#traceroute vrf 10 8.8.8.8

Type escape sequence to abort.

Tracing the route to 8.8.8.8

VRF info: (vrf in name/id, vrf out name/id)

--- snip ---

 11 8.8.8.8 4 msec 8 msec 8 msec

11 show version ソフトウェア情報 機器のversion情報、UPTIMEを出力させる nws-east#show version

Cisco IOS XE Software, Version 17.03.02

Cisco IOS Software [Amsterdam], ISR Software (ARMV8EL_LINUX_IOSD-UNIVERSALK9-M), Version 17.3.2, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Sat 31-Oct-20 11:31 by mcpre

 

Cisco IOS-XE software, Copyright (c) 2005-2020 by cisco Systems, Inc.

All rights reserved.  Certain components of Cisco IOS-XE software are

licensed under the GNU General Public License ("GPL") Version 2.0.  The

software code licensed under GPL Version 2.0 is free software that comes

with ABSOLUTELY NO WARRANTY.  You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0.  For more details, see the

documentation or "License Notice" file accompanying the IOS-XE software,

or the applicable URL provided on the flyer accompanying the IOS-XE

software.

ROM: 16.12(2r)

 

nws-east uptime is 1 week, 19 hours, 38 minutes

Uptime for this control processor is 1 week, 19 hours, 39 minutes

--- snip ---

12 show sdwan control connections コントロール情報 vSmart/vManageとのコネクション情報を出力させる nws-east#show sdwan control connections

                                                                                       PEER                                          PEER                                          CONTROLLER

PEER    PEER PEER            SITE       DOMAIN PEER                                    PRIV  PEER                                    PUB                                           GROUP

TYPE    PROT SYSTEM IP       ID         ID     PRIVATE IP                              PORT  PUBLIC IP                               PORT  LOCAL COLOR     PROXY STATE UPTIME      ID

----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

vsmart  dtls 201.200.3.1     1000000000 1      2404:1a8:ff80:26aa:335::3               12446 2404:1a8:ff80:26aa:335::3               12446 private1        No    up     1:01:21:53  0

vsmart  dtls 201.200.3.2     1000000000 1      2404:1a8:ff80:26aa:336::3               12446 2404:1a8:ff80:26aa:336::3               12446 private1        No    up     1:01:21:51  0

vmanage dtls 169.254.10.2    1000000000 0      2404:1a8:ff80:26aa:328::2               13046 2404:1a8:ff80:26aa:328::2               13046 private1        No    up     1:01:21:49  0

13 show sdwan control summary コントロール情報 vSmart/vManageとのコネクション情報のサマリを出力させる nws-east#show sdwan control summary

control summary 0

 vbond_counts   0

 vmanage_counts 1

 vsmart_counts  2

14 show sdwan omp peer ルーティング情報 OMPのピア情報を出力させる nws-east#show sdwan omp peer

R -> routes received

I -> routes installed

S -> routes sent

                         DOMAIN    OVERLAY   SITE

PEER             TYPE    ID        ID        ID        STATE    UPTIME           R/I/S

------------------------------------------------------------------------------------------

201.200.3.1      vsmart  1         1         1000000000up       1:03:30:24       86/23/2

201.200.3.2      vsmart  1         1         1000000000up       1:03:30:23       86/0/2

15 show ip route vrf xxx ルーティング情報 機器のルーティング情報を出力させる nws-east-mobaile#show ip route vrf 10

Routing Table: 10

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

       E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP

       n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA

       i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

       ia - IS-IS inter area, * - candidate default, U - per-user static route

       H - NHRP, G - NHRP registered, g - NHRP registration summary

       o - ODR, P - periodic downloaded static route, l - LISP

       a - application route

       + - replicated route, % - next hop override, p - overrides from PfR

       & - replicated local route overrides by connected

Gateway of last resort is 201.100.3.1 to network 0.0.0.0

m*    0.0.0.0/0 [251/0] via 201.100.3.1, 00:06:56, Sdwan-system-intf

      10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

m        10.0.0.0/8 [251/0] via 201.100.3.1, 00:06:56, Sdwan-system-intf

--- snip ---

16 show sdwan omp routes ルーティング情報 OMPのルーティング情報を出力させる nws-east#show sdwan omp routes

Code:

C   -> chosen

I   -> installed

Red -> redistributed

Rej -> rejected

L   -> looped

R   -> resolved

S   -> stale

Ext -> extranet

Inv -> invalid

Stg -> staged

IA  -> On-demand inactive

U   -> TLOC unresolved

                                            PATH                      ATTRIBUTE

VPN    PREFIX              FROM PEER        ID     LABEL    STATUS    TYPE       TLOC IP          COLOR            ENCAP  PREFERENCE

--------------------------------------------------------------------------------------------------------------------------------------

10     0.0.0.0/0           201.200.3.1      2065   1005     C,I,R     installed  201.100.3.1      private1         gre    1500

                           201.200.3.1      2066   1005     Inv,U     installed  201.100.3.1      private2         gre    1500

---  snip ---

17 show ip interface brief/

show ip interface/

show interfaces

インターフェース情報 機器のインターフェースのipv4情報を出力させる nws-east#show ip interface brief

Interface              IP-Address      OK? Method Status                Protocol

GigabitEthernet0/0/0   unassigned      YES other  up                    up

GigabitEthernet0/0/1   unassigned      YES other  down                  down

GigabitEthernet0/1/0   unassigned      YES unset  up                    up

GigabitEthernet0/1/1   unassigned      YES unset  down                  down

GigabitEthernet0/1/2   unassigned      YES unset  down                  down

GigabitEthernet0/1/3   unassigned      YES unset  down                  down

GigabitEthernet0/1/4   unassigned      YES unset  down                  down

GigabitEthernet0/1/5   unassigned      YES unset  down                  down

GigabitEthernet0/1/6   unassigned      YES unset  down                  down

GigabitEthernet0/1/7   unassigned      YES unset  down                  down

--- snip ---

18 show ipv6 interface brief/

show ipv6 interface
インターフェース情報 機器のインターフェースのipv6情報を出力させる nws-east-mobaile#show ipv6 interface brief

GigabitEthernet0/0/0   [up/up]

    FE80::822D:BFFF:FE5A:F400

    2408:210:8DCA:CF00:822D:BFFF:FE5A:F400

GigabitEthernet0/0/1   [down/down]

    unassigned

GigabitEthernet0/1/0   [up/up]

    unassigned

GigabitEthernet0/1/1   [down/down]

    unassigned

GigabitEthernet0/1/2   [down/down]

    unassigned

GigabitEthernet0/1/3   [down/down]

    unassigned

GigabitEthernet0/1/4   [down/down]

    unassigned

--- snip ---

19 show sdwan omp routes ルーティング情報 OMPのルーティング情報を出力させる nws-east#show sdwan omp routes

Code:

C   -> chosen

I   -> installed

Red -> redistributed

Rej -> rejected

L   -> looped

R   -> resolved

S   -> stale

Ext -> extranet

Inv -> invalid

Stg -> staged

IA  -> On-demand inactive

U   -> TLOC unresolved

                                            PATH                      ATTRIBUTE

VPN    PREFIX              FROM PEER        ID     LABEL    STATUS    TYPE       TLOC IP          COLOR            ENCAP  PREFERENCE

--------------------------------------------------------------------------------------------------------------------------------------

10     0.0.0.0/0           201.200.3.1      2065   1005     C,I,R     installed  201.100.3.1      private1         gre    1500

                           201.200.3.1      2066   1005     Inv,U     installed  201.100.3.1      private2         gre    1500

                           201.200.3.1      2069   1006     R         installed  201.100.3.2      private1         gre    1000

---  snip ---

20 show ip dhcp binding DHCP払い出し情報 機器からのDHCPによるIPアドレスの払い出し情報を表示します。  nws-east-mobaile#show ip dhcp binding

 Bindings from all pools not associated with VRF:

 IP address      Client-ID/   Lease expiration  Type       State      Interface

   Hardware address/

   User name

 

 Bindings from VRF pool 10:

 IP address      Client-ID/   Lease expiration  Type       State      Interface

   Hardware address/

   User name

 192.168.12.1    cc30.8010.31fc          May 28 2021 04:36 PM    Automatic  Active     Vlan10

21 show sdwan default-router DHCP払い出し情報 機器からのデフォルトゲートウェイの払い出し情報を出力させる nws-east-mobaile#show sdwan run | include default-router

 default-router 192.168.12.254

22 show sdwan dns server DHCP払い出し情報 機器からのDNS-serverの払い出し情報を出力させる nws-east-mobaile#show sdwan run | include dns-server

 dns-server 8.8.8.8

23 show sdwan bfd sessions BFD情報 機器同士のbfd session情報を出力させる nws-east#show sdwan bfd sessions

                                      SOURCE TLOC      REMOTE TLOC                                      DST PUBLIC                      DST PUBLIC         DETECT      TX

SYSTEM IP        SITE ID  STATE       COLOR            COLOR            SOURCE IP                       IP                              PORT        ENCAP  MULTIPLIER  INTERVAL(msec) UPTIME          TRANSITIONS

-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

100.3.5.65       705      up          private1         private1         2408:210:8dca:cf00:8e94:1fff:fe25:63802408:210:8dca:d000:822d:bfff:fe5a:f4000           gre    7           1000           0:00:24:39      8

100.3.5.68       708      up          private1         private1         2408:210:8dca:cf00:8e94:1fff:fe25:63802408:210:95cd:e300:8e94:1fff:fe48:84000           gre    7           1000           0:00:24:39      8

--- snip --


